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-(1-1) | -(1-3) | 1.
if (1-1) and (1-3) is true, then 1.
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-(1-1) | -(1-3) | 1.
if (1-1) and (1-3) is true, then 1.
-(mov dword_1 Oh) | -(mov edx dword_1)

| mov edx Oh.
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fact :
fact :

f(g(x),x).
equal(g(a),b).

conclusion f(b,a).

fact : equal(data_16e,514Bh).
fact : mov(reg(ah),const(data_16e),63,time(1)).
conclusion :

mov (reg(ah) ,const(514Bh),63,time(1)).
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fact: mov(reg(ah),const(2Ch),162,time(1)).
fact: mov(reg(bx),reg(ah),300,time(1)).
fact: decrypt(reg(dx),reg(bx),431,time(1)).
/* decrypter */

-mov (reg(x) ,const(y),z,time(1)) | x=const(y,z).

conclusion : decryptor(reg(dx),

key(const(2Ch,162),431,time(1)).
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instruction(operandl(x) ,operand2(y),z,time(1)).
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SMEG (simulated metamorphic encryption generator)[4]
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loop_start

mov data [address]
decrypt data key
mov [address] data
inc address

dec counter

test counter counter

jmp loop_start

00oooo (type)OOOOOUOOOOOOOOOO
gooboooooooooobooobboooooooo
gbobobooobooboobooboooooboooboo
oboooooOooboooooooobooooooooon
oboooog

loop_start

decrypt [address] key
inc address

dec counter

test counter counter

jmp loop_start
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loop_start

xchg data [address]
decrypt data key
xchg [address] data
inc address

dec counter

test counter counter

jmp loop_start
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define A address_of_payload
define B key

define C address_loop_start
define D counter

address_loop_start
payload_transfer(A)
decryptor (B)
parload_transfer(A)
branch (D)
goto_start (C)
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generated code #1

Type I Branch | Decrypt | Loop | Transfer
clauses generated 3378 30480 4292 | 30471
para_from generated | 1358 15935 1799 | 15935
para_into generated | 1463 13366 1826 | 13362
generated code #2

Type 11 Branch | Decrypt | Loop | Transfer
clauses generated 1158 1466 1258 | 719
para_from generated | 423 435 435 322
para_into generated | 390 495 431 158
generated code #3

Type II1 Branch | Decrypt | Loop | Transfer
clauses generated 2751 10184 3072 | 909
para_from generated | 1186 5330 1436 | 335
para_into generated | 803 3932 1008 | 185
generated code #4

Type I Branch | Decrypt | Loop | Transfer
clauses generated 808 2890 923 703
para_from generated | 255 1125 268 255
para_into generated | 271 1170 337 212
generated code #5

Type I Branch | Decrypt | Loop | Transfer
clauses generated 6327 11990 9903 | 3235
para_from generated | 2669 3532 2748 | 1049
para_into generated | 2227 3474 2686 | 892

0O 1: 0000 (equational reasoning) 00 000000000000 OOOOO



[10]

[11]

[15]

Arun Lakhotia, Moinuddin Mohammed, ”Im-
posing Order on Program Statements to As-
sist Anti-Virus Scanners”, In Proceedings of
Eleventh Working Conference on Reverse Engi-
neering, Delft, The Netherlands, November 2004,
pp. 161-170.

Matias Madou, Bertrand Anckaert, Patrick Mose-
ley, Saumya Debray, Bjorn De Sutter, Koen De
Bosschere. Software Protection through Dynamic
Code Mutation. Proc. Int. Workshop on Informa-
tion Security Applications, Aug. 2005.

Arun Lakhotia, Moinuddin Mohammed: Impos-
ing Order on Program Statements to Assist Anti-
Virus Scanners. WCRE 2004: 161-170

Simulated Metamorphic Encryption Generator

http://vx.netlux.org/vx.php?id=es06

Larry Wos, George A. Robinson, Daniel F. Car-
son, Leon Shalla: The Concept of Demodulation
in Theorem Proving. J. ACM 14(4),1967:698-709

Larry Wos: The Problem of Explaining the
Disparate Performance of Hyperresolution and
Paramodulation. J. Autom. Reasoning 4(2): 215-
217 (1988)

Larry Wos, George A. Robinson, Daniel F. Car-
son: Efficiency and Completeness of the Set of
Support Strategy in Theorem Proving. J. ACM
12(4), 1965:536-541

IDA Pro disassembler:

http://www.datarescue.com/

OTTER automated deduction system,
http://www.mcs.anl.gov/AR/otter/

Intel Corporation: TA-32 IntelR Architecture Soft-
ware Developer’s Manual, Volume 2B: Insruction
Set Reference N-Z,2004.



